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Test Report #: j97e1mrhb7fhsnzbvzcb2wzc8h8815bm

MASA Android Compliance Report

Leviathan Security Group

Platform Android
Application Name Brave Private Web Browser
Application Version 1.94.117
Company Brave Software
MASA Specification Version 211
Assurance Level AL2
Summary IN COMPLIANCE
Viktor Sytnik,
. . Technical director
Approved by (name / position & signature)
SVbt
Date of Evaluation June 8, 2026




 leviathan
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A K2 Integrity Company

Verdict
Storage
F NA INC
1.1.1 | The app securely stores sensitive data in external storage +
1.1.2 | The app prevents leakage of sensitive data +

Verdict

F NA INC

1.2.1 | The app employs current strong cryptography and uses it +
according to industry best practices

1.2.2 | The app performs key management according to industry best +
practices

Verdict

F NA INC

1.3.1 | The app uses secure authentication and authorization protocols | +
and follows the relevant best practices

Verdict

Network
F NA INC

1.4.1 | The app secures all network traffic according to the current best | +
practices

Verdict
Platform

F NA INC

1.5.1 | The app uses IPC mechanisms securely +
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The app uses WebViews securely +

(@]
w

The app uses the user interface securely +

Verdict
F NA INC
1.6.1 | The app requires an up-to-date platform version +
1.6.2 | The app only uses software components without known +
vulnerabilities
1.6.3 | The app validates and sanitizes all untrusted inputs +

Verdict
Resilience
F NA INC
1.7.1 | The app implements anti-tampering mechanisms +
1.7.2 | The app implements anti-static analysis mechanisms +
1.7.3 | The app implements anti-dynamic analysis mechanisms +

Verdict
Privacy
F NA INC
1.8.1 | The app minimizes access to sensitive data and resources +
1.8.2 | The app is transparent about data collection and usage +
1.8.3 | The app offers user control over their data +
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Application and Developer Info

Application

Brave Private Web Browser
Name

Application

Version 1.94.117

Link to
Application

https://play.google.com/store/apps/details?id=com.brave.browser&hl=en

Company

Brave Software
Name

Company

580 Howard St., Unit 402San Francisco, CA 94105
Address

Contact name

=l Timothy Childs / tchilds@brave.com

Onboarding
Questionnaire
Filename and
Hash

Brave Private Web Browser AL2 Android Onboarding Questionnaire.xlsx
SHA-256:
a037cd6936554db29c684df0b052f3a987cec6399c036d2f7ca675028427397d

Testing Verdicts

NA NA
(PASS)

INCONCLUSIVE gi\e
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Assurance Levels

Level Description

AL1 The developer provides evidence and statements of compliance to each audit
test case. The ADA approved lab reviews the evidence against the requirements.
The ADA approved lab does not directly assess the application.

AL2 The ADA approved lab evaluates each audit test case directly against the
application. In some cases, the developer may need to provide limited information
or code snippets.
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