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Securlty

Storage

N
RN
N

P
The app securely stores sensitive data in external storage | P
P

N
RN
N

The app prevents leakage of sensitive data

2.2.1 The app employs current strong cryptography and uses it P
according to industry best practices
2.2.2 The app performs key management according to industry P

best practices

Verdict
Auth
The app uses secure authentication and authorization
protocols and follows the relevant best practices
Verdict
Network
The app secures all network traffic according to the current
best practlces
Verdlct
Platform
‘ P F NA INC
2.5.1 The app uses IPC mechanisms securely P
2.5.2 The app uses WebViews securely P
2.5. The app uses the user interface securely P

‘ Verdict

‘ P F NA INC

2.6.1 The app requires an up-to-date platform version P
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https://github.com/appdefensealliance/ASA-WG/blob/main/Mobile%20App%20Profile/Mobile%20App%20Specification.md#111-the-app-securely-stores-sensitive-data-in-external-storage
https://github.com/appdefensealliance/ASA-WG/blob/main/Mobile%20App%20Profile/Mobile%20App%20Specification.md#112-the-app-prevents-leakage-of-sensitive-data
https://github.com/appdefensealliance/ASA-WG/blob/main/Mobile%20App%20Profile/Mobile%20App%20Specification.md#121-the-app-employs-current-strong-cryptography-and-uses-it-according-to-industry-best-practices
https://github.com/appdefensealliance/ASA-WG/blob/main/Mobile%20App%20Profile/Mobile%20App%20Specification.md#122-the-app-performs-key-management-according-to-industry-best-practices
https://github.com/appdefensealliance/ASA-WG/blob/main/Mobile%20App%20Profile/Mobile%20App%20Specification.md#131-the-app-uses-secure-authentication-and-authorization-protocols-and-follows-the-relevant-best-practices
https://github.com/appdefensealliance/ASA-WG/blob/main/Mobile%20App%20Profile/Mobile%20App%20Specification.md#141-the-app-secures-all-network-traffic-according-to-the-current-best-practices
https://github.com/appdefensealliance/ASA-WG/blob/main/Mobile%20App%20Profile/Mobile%20App%20Specification.md#151-the-app-uses-ipc-mechanisms-securely
https://github.com/appdefensealliance/ASA-WG/blob/main/Mobile%20App%20Profile/Mobile%20App%20Specification.md#152-the-app-uses-webviews-securely
https://github.com/appdefensealliance/ASA-WG/blob/main/Mobile%20App%20Profile/Mobile%20App%20Specification.md#153-the-app-uses-the-user-interface-securely
https://github.com/appdefensealliance/ASA-WG/blob/main/Mobile%20App%20Profile/Mobile%20App%20Specification.md#161-the-app-requires-an-up-to-date-platform-version
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2.6.2 The app only uses software components without known P
vulnerabilities
2.6.3 The app validates and sanitizes all untrusted inputs P
Verdict

Resilience S
2.7.1 The app implements anti-tampering mechanisms P
2.7.2 The app implements anti-static analysis mechanisms P
2.7.3 The app implements anti-dynamic analysis mechanisms P

Privacy
2.8.1 The app minimizes access to sensitive data and resources | P
2.8.2 The app is transparent about data collection and usage P
2.8.3 The app offers user control over their data P

Application and Developer Info

Application Name KitchenAid North America

Application Version 6.4.0

Link to Application https://apps.apple.com/us/app/kitchenaid-north-
americal/id1408462376

Company Name Whirlpool Corporation

Company Address 2000 North M-63, Benton Harbor, Michigan 49022
United States

Contact name and Email Harsha Banavara and product_security@whirlpool.com

Onboarding Questionnaire MASA AL2_KitchenAid_ iOS Onboarding

Filename and Hash Questionnaire.xlIsx:
e3ead411fea2240492b389db240fe0f16a2d5905f094f0320
3a5fa41c2338ad
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https://github.com/appdefensealliance/ASA-WG/blob/main/Mobile%20App%20Profile/Mobile%20App%20Specification.md#162-the-app-only-uses-software-components-without-known-vulnerabilities
https://github.com/appdefensealliance/ASA-WG/blob/main/Mobile%20App%20Profile/Mobile%20App%20Specification.md#163-the-app-validates-and-sanitizes-all-untrusted-inputs
https://github.com/appdefensealliance/ASA-WG/blob/main/Mobile%20App%20Profile/Mobile%20App%20Specification.md#171-the-app-implements-anti-tampering-mechanisms
https://github.com/appdefensealliance/ASA-WG/blob/main/Mobile%20App%20Profile/Mobile%20App%20Specification.md#172-the-app-implements-anti-static-analysis-mechanisms
https://github.com/appdefensealliance/ASA-WG/blob/main/Mobile%20App%20Profile/Mobile%20App%20Specification.md#173-the-app-implements-anti-dynamic-analysis-mechanisms
https://github.com/appdefensealliance/ASA-WG/blob/main/Mobile%20App%20Profile/Mobile%20App%20Specification.md#181-the-app-minimizes-access-to-sensitive-data-and-resources
https://github.com/appdefensealliance/ASA-WG/blob/main/Mobile%20App%20Profile/Mobile%20App%20Specification.md#182-the-app-is-transparent-about-data-collection-and-usage
https://github.com/appdefensealliance/ASA-WG/blob/main/Mobile%20App%20Profile/Mobile%20App%20Specification.md#183-the-app-offers-user-control-over-their-data
https://apps.apple.com/us/app/kitchenaid-north-america/id1408462376
https://apps.apple.com/us/app/kitchenaid-north-america/id1408462376
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Tester Detalls

Name Arpit

Email Id arpit@tacsecurity.com

Testing Verdicts

PASS P
FAIL F

NA NA
(PASS)

INCONCLUSIVE INC

Assurance Levels

Level Description ‘

ALO The developer reviews applicable ADA requirements and confirms their product
meets every requirement, then completes a questionnaire to represent their
application's compliance with ADA requirements. The developer guarantees the
completeness and accuracy of the questionnaire

AL1 The developer provides evidence and statements of compliance to each audit test
case. The ADA approved lab reviews the evidence against the requirements. The
ADA approved lab does not directly assess the application.

AL2 The ADA approved lab evaluates each audit test case directly against the
application. In some cases, the developer may need to provide limited information
or code snippets.
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